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e Self-Exclusion Programs - Internet Controls & Web Blocking Software

Self-Exclusion Internet Controls & Web Blocking Software such as BetBlocker, Gamban, Gamblock, and
Gambling Block can also be a powerful tool for those that gamble on the Internet and would like to block
the ability to access gambling sites, track and control Internet usage, or restrict access at specific

times. Like self-exclusion, web-based exclusion programs allow users to “ban” themselves from being able
to gamble online. There are free options as well as paid options, and this resource allows users to continue
to utilize their computer for work and leisure but attempts to reduce the temptation to gamble as a result of
pop up gambling site advertisements that would otherwise appear without the program. Many offer valuable
tools such as the ability to track internet usage and even device location. A great feature of some web
blocking software is that once installed, if the user tries to remove the program from their device, a prompt
appears showing a map of available problem gambling resources in their area (such as the 888-ADMIT-IT
HelpLine). There are also child protection websites such as, Net Nanny, Cybersitter, Norton Family,
Netsweeper, OpenDNS, and Qustodio available, to help prevent underage access to online gambling.
Freedom is an app and website blocker designed to improve focus and productivity by temporarily blocking
distracting websites and apps (including gambling websites and apps) across multiple devices.
Additionally, family features and apps offered by wireless service providers such as Verizon Family Plus,
the AT&T Secure Family® App, and T-Mobile’s FamilyMode® App, offer the ability for their customers to
block gambling apps and websites in addition to other sensitive content.

Some of the FCCG’s Self-Exclusion Internet Controls and Web blocking Software Program Referrals
include the following:

> Netsweeper
e Atits core, Netsweeper is a Web Content Filtering and Categorization Platform.
e Our Solution can also be deployed and configured as a Parental Control tool.

e AKkey differentiator is our dynamic Category Naming Service (CNS) that detects and categorizes over 50
million new URLs every 24 hours including new gambling sites.

Netsweeper: Comprehensive Parental Control for Safe Online Experiences

Netsweeper is a robust and versatile parental control solution designed to provide a safe and secure online
environment for children and families. It offers advanced web filtering and content control features, making it an
ideal tool for parents and guardians who want to prevent access to inappropriate or harmful content, including
gambling websites and apps. With its powerful filtering capabilities, customizable settings, and broad system
compatibility, Netsweeper ensures that children are protected from online threats and distractions.

Key Features of Netsweeper for Preventing Access to Gambling Websites and Apps

1. Advanced Web Filtering Technology
Netsweeper employs sophisticated filtering mechanisms to block access to gambling-related websites and
apps. Its real-time content analysis and categorization ensure that even newly created gambling sites are
detected and blocked promptly.

2. Dynamic Content Categorization
The platform uses a comprehensive database of categorized websites, including a specific category for
gambling. This allows Netsweeper to automatically block access to gambling sites, online casinos, betting
platforms, and related content.

3. Customizable Filtering Policies
Parents can create tailored filtering policies to meet their specific needs. For example, they can block entire
categories like gambling or set up exceptions for trusted sites. This flexibility ensures that children are
protected without unnecessarily restricting access to educational or recreational content.

4. App Control and Monitoring
Netsweeper extends its filtering capabilities to apps, preventing the installation and use of gambling-related



applications on devices. This feature is particularly useful for mobile devices and tablets, where apps are
often used for online gambling.

5. Real-Time Monitoring and Reporting
Parents can monitor online activity in real time and receive detailed reports on attempted access to blocked
content, including gambling sites. This feature provides transparency and helps parents stay informed about
their children's online behavior.

6. Time-Based Access Controls
Netsweeper allows parents to set time restrictions for internet access, ensuring that children cannot access
gambling sites or apps during specific hours (e.g., late at night or during school hours).

7. SSL/HTTPS Inspection
Many gambling sites use encrypted connections (HTTPS) to bypass traditional filters. Netsweeper's SSL
inspection feature decrypts and analyzes encrypted traffic, ensuring that gambling sites are blocked even
when they use secure connections.

8. Multi-Device Support
Netsweeper is designed to work across multiple devices, including smartphones, tablets, laptops, and
desktop computers. This ensures consistent protection regardless of the device being used.

9. Al and Machine Learning
The platform leverages artificial intelligence and machine learning to continuously improve its filtering
accuracy. This helps it stay ahead of emerging gambling sites and apps that may attempt to evade detection.

10. User Authentication
Netsweeper supports user authentication, allowing parents to create individual profiles for each family
member. This ensures that filtering policies are applied appropriately based on age and maturity levels.

System Compatibility
Netsweeper is designed to be compatible with a wide range of operating systems and devices, ensuring seamless
integration into your home network. lts compatibility includes:

o Operating Systems:

o Windows

o macOS

o Linux

o I0S

o Android

o Chrome OS

e Network Compatibility:

o Works with most routers and network configurations.

o Can be deployed as a hardware appliance, virtual appliance, or cloud-based solution.
o Browser Compatibility:

o Compatible with all major web browsers, including Chrome, Firefox, Safari, and Edge.
e Mobile Device Management (MDM):

o Integrates with MDM solutions for centralized control of mobile devices.

Why Choose Netsweeper for Gambling Prevention?

Netsweeper stands out as a comprehensive parental control solution due to its advanced filtering capabilities, real-
time monitoring, and broad system compatibility. By blocking access to gambling websites and apps, it helps
protect children from the risks associated with online gambling, such as addiction, financial loss, and exposure to
inappropriate content. Its customizable policies and user-friendly interface make it an excellent choice for parents
who want to create a safe and productive online environment for their families.

With Netsweeper, parents can have peace of mind knowing that their children are protected from harmful content,
including gambling, while still enjoying the benefits of the internet.

Website: https://www.netsweeper.com/
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